11/18/25, 12:17 AM How to Create an Ad Blocker with Raspberry Pi and Pi-hole

éRaspberrys'f‘f Y

How to Create an Ad Blocker with
Raspberry Pi and Pi-hole

& March 27,2021

Friendly warning: you should only install Pi-hole on your Raspberry Pi if you
plan on dedicating it to this task. Expect to have issues if you move your Pi to
another network or try to run other server functionality on it alongside Pi-
hole.

Remember when ad blockers worked?

The internet was such a lovely place.

The ads were gone. Nobody bugged me. It was bliss.

And then this happened:

https://raspberrydiy.com/raspberry-pi-ad-blocker/ 1/30


https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/

11/18/25, 12:17 AM How to Create an Ad Blocker with Raspberry Pi and Pi-hole

é Raspberry
@ usA ToDAY

Looks like your ad blocker is on.

We rely on ads to bring you our award-winning journalism.

Please go ad-free by subscribing or allow ads to continue.

Go Ad-Free Allow Ads

Already a subscriber? Sign in

Site after site, you're bombarded with these popups that ask (and sometimes force)

you to disable your ad blocker.

Now you have to disable your ad blocker to view a site that has even more ads than it
did a few years ago.

To me, this is the best reason to run Pi-hole on your home network.

With Pi-hole, none of these sites even know you’re blocking their ads, so not only are
there zero ads, but also, you won't see any of the “disable your ad blocker” popups.

But that’s not the end of the story. Pi-hole has many other advantages too.

The benefits of using Pi-hole

Browser-based ad blockers hide the ads on the page, but your browser still downloads
them. Since Pi-hole operates at the DNS level (I'll explain later), your Raspberry Pi ad

blocker will stop the ads from ever getting downloaded. This leads to a noticable
performance increase.
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There’s an empty box on the right where an ad would normally show

Pi-hole also blocks more ads in general than most browser-based ad blockers. For
instance, those content suggestions that tend to show up after articles get blocked
too:
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Sponsored Links [>

And like | mentioned before, you don’t see any of those popups asking you to disable
your ad blocker.

The main drawback to running Pi-hole is that you will want to dedicate a Pi for it to
avoid causing any network errors or performance issues.

As long as you're fine with that, let’s get on with the ad blocking!
What you’ll learn

In this beginner-friendly tutorial, you'll learn how to install a free tool called Pi-hole on
your Raspberry Pi that turns it into a DNS server.

You'll route all requests through the Pi so that Pi-hole can check if the request is for an
advertisement and block it if it is. This will work for all your devices without installing

any other software.

You'll even get a cool dashboard where you can review your stats and ad blocking
performance.
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And when we're finished, we'll put this ad blocking technology to the ultimate test: The
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Let’s get started!

Introducing Pi-hole

https://raspberrydiy.com/raspberry-pi-ad-blocker/
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1. Install a supported
operating system

You can run Pi-hole in a container, or deploy it directly to a
supported operating system via our automated installer.

DOCKER INSTALL

SUPPORTED OPERATING SYSTEMS

Pi-hole works at the DNS level which means that it intercepts the ads before they’re
even loaded. It checks every request against a list of known advertisers and if it finds a
match, it blocks the request.

The end result is that you get to browse the internet, minus all the ads.

Before we get to the installation, let’s address a few common questions.

What if you’re not home?

Since Pi-hole is tied to your home network, it means you won’t have ad blocking when
you're not connected to your router.

However, you can use Pi-hole with OpenVPN to get remote access to your home

network. This will allow you to use your home Wifi on your mobile device even when
you're away.
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Everyone (myself included) immediately wants to know if Pi-hole can block Youtube
ads.

There are lots of tutorials that make it sound like Pi-hole can do this.

It can't.

The fundamental issue is that when you’re on ExampleNews.com, they display ads
from ad networks like Google AdSense. This means that with Pi-hole, you can block the
requests going to the Google AdSense servers and effectively block all the ads.
Youtube is different because it is an ad network in and of itself. This means that you
can't easily separate the ad requests from requests for the videos because it’s all

coming from the same domain.

There is a massive thread on the Pi-hole forums where people discussed this and tried

their hardest to find workarounds and solutions, and after two years, it ended like this:

@ DanSchaper 0 Developer 17d

As expected.

This isn't going anywhere and new posts just keep the thread open so I'm closing this.

CLOSED 18 SEP
Hallal | Aanlke lilka waii’ra aninvina tha diesiceinn huit vnin havan’ cianad nn far an ancminint uat

In other words, don’t waste your time.
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If you're watching in the Youtube app on your phone or Smart TV, then the only
reliable option is to purchase Youtube Premium.

If this changes at any point in the future, I'll make sure to update this post.
With the pros & cons out of the way, let’s dive into the technical details.

How Pi-hole works

Understanding the underlying tech will help you a lot if you need to debug along the
way.

The quick explanation

All of your internet traffic is filtered through Pi-hole. It keeps a blacklist of domains
that serve ads. When it sees a request for one of these blacklisted domains, it blocks it
so no request is made.

The detailed explanation

As | mentioned already, Pi-hole works at the DNS level which allows it to block
requests before their resources are loaded. To understand this, you need to know a bit
about how DNS servers work.

Every website and internet-enabled device has an IP address. For instance, this
website’s IP address is 104.18.54.224. Obviously, the internet would be a cognitive
load nightmare if we had to use IP addresses to visit sites instead of simply typing
“Youtube.com.”

This is where DNS servers come in.

DNS servers enable us to use common language names for sites, like “Twitter.com.”
When you request a site via its domain name, a DNS server looks up the associated IP
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include image files and CSS stylesheets loaded from the same domain. For example, all
the images in this article are loaded from raspberrydiy.com. These images do not
require an additional DNS lookup since they’re served from this domain.

Sometimes, webpages also need to request resources from an external site and that
requires an additional DNS lookup. This means that a webpage that loads ads will need
to make a request to an external domain like ads.adnetwork.com in order to load the
ads. This gives Pi-hole an opportunity to block the request without ever loading the ad.

Now let’s put it all together.

You're going to tell your router to use your Raspberry Pi as the DNS server. Every
request gets sent to the Pi and Pi-hole checks the domain against its blacklist. Matches
are blocked while all other requests are passed along to a DNS resolver. The DNS
resolver returns the IP address to the Raspberry Pi which sends it back to your
browser which then contacts the server located at that IP address.

Twitter.com

y > DNS
104.244.42.65 -
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This makes websites run faster because you’re skipping the DNS lookup and you'’re
not downloading the resulting ads. Plus, you are most likely not using the ultra-fast
public DNS resolver you're about to find in this tutorial.

But | think that’s enough background for now.

Let’s move onto the steps required to install Pi-hole and configure your Raspberry Pi
to block ads.

How to install Pi-hole
Pi-hole has an automated installer that will walk you through the entire process.

It’s always a good idea to update your Pi’s packages before installing new programs.
Run the following two commands to do that:

sudo apt update
sudo apt upgrrade

Next, run the following command to install the Pi-hole package:
curl -sSL https://install.pi-hole.net | bash

You'll see a window in the terminal like this show up:
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This installer will transform your device into a network—-wide ad
blocker!

This shows up in the terminal so you can complete these steps via SSH

Hit Enter to continue.

Pi-hole will let you know that it is a server so it requires your Raspberry Pi to have a
static IP address. Normally, devices that connect to your router will routinely be
assigned a new IP address which is a problem. You'll give your Pi a static IP later in the
process when configuring your router, so hit Enter now to continue.
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The Pi-hole is a SERVER so it needs a STATIC IP ADDRESS to
function properly.

In the next section, you can choose to use your current network
settings (DHCP) or to manually edit them.

Next, you’ll choose whether your Pi will be connected to your router through an
ethernet connection (ethO) or a Wifi connection (wlanO).

Choose An Interface (press space to toggle selection)

(%) ethe available
( ) wlan®@ available

<Cancel>
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Select Upstream DNS Provider. To use your own, select Custom.

OpenDNS (ECS)

Level3

Comodo

DNS .WATCH

Quad9 (filtered, DNSSEC)
Quad9 (unfiltered, no DNSSEC)

< T AT D O -

<Cancel>

While Google is a solid choice, if you arrow down the screen you’ll find Cloudflare
which is what | recommend and use for my configuration.
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Comodo

DNS.WATCH

Quad9 (filtered, DNSSEC)
Quad9 (unfiltered, no DNSSEC)
Quad? (filtered + ECS)

Cloudflare

Custom

< U w0 NG D o

<Cancel>

Cloudflare is best known for their CDN which offers DDoS protection and a web
application firewall. I’'m actually using it on this site right now.

Recently, they launched their own “privacy-first” DNS resolver called 1.1.1.1.
Cloudflare is usually a B2B company, but this their first foray into public consumer

products. They even released a mobile app.

As a fan of Cloudflare, | was already leaning towards their service, and then | found

that it performs much faster than competitors (including Google) which is why | ended
up using it. If you choose a different upstream provider, the following steps will be
mostly the same and | will point out where it differs.

Continuing on, Pi-hole will ask you which lists you’'d like to use to block ads.
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You can use the suggestions below, and/or add your own after
installation

To deselect any list, use the arrow keys and spacebar

[*] StevenBlack StevenBlack's Unified Hosts List
[*x] MalwareDom MalwareDomains

<Cancel>

These are simple text files that contain a list of domains, and combined they create
your “blacklist.” Pi-hole checks the blacklist to know which requests to block.

The two that are selected work well, and | can’t think of any reason to deselect either.
You can easily add more lists later through the admin dashboard if you find you’re not

getting enough coverage.

Next, you'll select which protocols to block ads over.
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[*%] IPv4 Block ads over IPv4
[x] IPv6 Block ads over IPvé

<Cancel>

Most websites still run over IPv4, but IPvé6 is becoming more prevalent. Unless you've
got a good reason to do otherwise, keep both selected.

Next up, Pi-hole will ask you if you'd like to use your Pi’s current IP address.

alibrating network interface

| Static IP Address I

Do you want to use your current network settings as a static
address?

IP address: 192.168.1.17/24

Gateway: 192.168.1.1
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Pi-hole will then warn you that your router could potentially assign the IP address to
another device. This is easy to get around by manually setting your address in your

router’s settings, and we'll do that soon.

P information

| FYI: IP Conflict |

It is possible your router could still try to assign this IP to a
device, which would cause a conflict. But in most cases the
router is smart enough to not do that.

If you are worried, either manually set the address, or modify the
DHCP reservation pool so it does not include the IP you want.

It is also possible to use a DHCP reservation, but if you are
going to do that, you might as well set a static address.

Then Pi-hole will ask you if you'd like to install the web admin interface. That was the
colorful dashboard featured in the intro of the tutorial, and | recommend enabling it.
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(k) On (Recommended)
( ) Off

<Cancel>

Pi-hole will then ask if you'd like to install the web server. Unless you already have a
web server installed that you'd like to integrate with Pi-hole, leave this on as well.

Do you wish to install the web server (lighttpd)?

NB: If you disable this, and, do not have an existing webserver
installed, the web interface will not function.

(%) On (Recommended)
( ) Off

<Cancel>
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How to Create an Ad Blocker with Raspberry Pi and Pi-hole

Do you want to log queries?

(%) On (Recommended)
(S 0iRG

<Cancel>

And the very last thing you need to decide is the privacy mode. This essentially
controls how much information about the sites you visit is saved in the Pi-hole
dashboard. | think it helps to see everything at first, so I'd recommend leaving it on for

now as it is easily changed later via the dashboard.
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https://docs.pi-hole.net/ftldns/privacylevels/

Show everything

Hide domains

Hide domains and clients
Anonymous mode

Disabled statistics

<Cancel>

Once you complete this step, you should see a success message with the device’s IP
address, log directory, admin interface URL, and password for the admin login.

| Installation Complete! |

Configure your devices to use the Pi-hole as their DNS server
using:

IPv4: 192.168.1.205
IPvé6: Not Configured

If you set a new IP address, you should restart the Pi.
The install log is in /etc/pihole.

View the web interface at http://pi.hole/admin or
http://192.168.1.285/admin

Your Admin Webpage login password is Aé6rb3jXFD

Make sure to save this password before hitting “Ok”
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That said, the dashboard is going to be empty because none of your devices are using
Pi-hole yet. Now that Pi-hole is installed, you just have to tell your router to use it as
the DNS server to complete the setup.

But first, | have a few debugging tips for an error | encountered the first time | set this
up.

Debugging the lighttpd error

If you already have lighttpd installed for running a web server with your Pi, you might
encounter this error during the Pi-hole installation:

Installing latest Cron script

Installing latest logrotate script
Backing up /etc/dnsmasg.conf to /etc/dnsmasq.conf.old
man pages installed and database updated

Testing if systemd-resolved is enabled

-~ =

-0 - == meepeTmma— ST o e

Restarting lighttpd service...

L G AC
: pihole version

This could be patched by the time you read this guide, but it’s due to a minor
compatibility issue with Pi-hole and the newest version of Pi OS (Buster).

There is a chance that a permission issue stopped some files from being copied
correctly.

Running these two commands in order should fix the error:

sudo apt purge lighttpd

https://raspberrydiy.com/raspberry-pi-ad-blocker/ 21/30


https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/
https://raspberrydiy.com/

11/18/25, 12:17 AM How to Create an Ad Blocker with Raspberry Pi and Pi-hole

@Raspberry

If you still have any trouble, try running this command as well which copies over one
file in particular that often gets dropped.

sudo ln -s /usr/share/lighttpd/create-mime.conf.pl
/usr/share/lighttpd/create-mime.assign.pl

After this is complete, you should be able to visit the Pi-hole dashboard at your Pi’s I[P
address followed by /admin.

Conﬁgure your router
The odds that we have the same router are slim, so the steps | show here won'’t
perfectly match those required for your router. However, the basics are the same, and

I’'ll do my best to be helpful.

Before you get started, | have a few tips to make this process smoother and less
annoying.

Making your life easier

You will likely make a mistake that “breaks” your internet. You might need to reset
your router.

To make things easier for yourself, have your phone at the ready so you can Google
things using mobile data. Additionally, if you have access to a public Wifi network from
your home, that will help too, and you can save this page as a PDF to keep access if
your connection goes down.

Okay with that out of the way, lets get to the configuration.

Configuring your router
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Start by visiting your router’s settings page. You can normally access it at
http://192.168.1.1. You can also look up your router’s brand to see if they have an
alternate settings page URL. For instance, ASUS routers can use router.asus.com.

And if you’re a genius like me, you've forgotten your password and get to reset the
router first &

From your router’s admin screen, locate and visit the LAN settings page.

e WPA2-Personal *

* USB Application

‘,ﬁ\: AiCloud 2.0

Advanced Settings

S Wireless
@ WAN No Device

ieve IPvV6
W g

Located here for any other ASUS users

Next, look for your DHCP settings page. For ASUS routers, it’s a tab within the LAN
settings, but it might be a top-level menu item for your router.

On this page, there’s a few things you need to do.
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Network Map

DHCP (Dynamic Host Configuration Protocol) is a protocol for the automatic configuration used on IP networks. The DHCP server
can assign each client an IP address and informs the client of the of DNS server IP and default gateway IP. RT-N56U supporis up

Guest Network
to 253 |IP addresses for your local network.

Traffic Manager Basic Config

Enable the DHCP Server
Parental Controls
RT-M56U's Domain Name

USB Application IP Pool Starting Address

& AiCloud 2.0 IP Pool Ending Address

Lease time
Advanced Settings
Default Gateway

=" Wireless
DNS and WINS Server Setting

Py
| 1nl LAN DNS Server

WINS Server

Enable Manual Assignment

Enable Manual Assignment

Manually Assigned IP around the DHCP list (-Max Limit : 64)

Firewall MAC address

DC:AG:32:BAAC:AR
Administration

¥ System Log

OYes ®No

192.168.1.2

152.168.1 254

86400

192.168.1.205

OYes @ No

IP Address Add [ Delete

H 192.168.1.205 @

No data in table.

Apply

First, enable manual assignment of IP addresses. This is so you can set a static IP

address for the Pi that never changes.

Next, select your Pito manually assign its current IP address. For ASUS users, the
dropdown at the bottom will let you select the “raspberrypi” by name. There will be
two instances of “raspberrypi.” Select the one with the IP address that Pi-hole used
(the IP address from the installation success screen). Also, make sure to press the plus

button to actually add it.

Lastly, enter the Pi’s IP address as the DNS server and apply your settings.

Your computer may not use these new network settings until it's restarted, so now is a
good time to double-check and make sure you've got everything right. Then reboot

your computer, and Pi-hole should be blocking ads at long last.
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pi.holefadmin/

Fi-hole

LESGENTY raspberrypl Pi-hole

Status
Total queries (4 clients) Queries Blocked

= —
Percent Blocked v Domains on Blocklist
Pt y

141

157% — Be7,314

A Dashboard . |
Total queries over last 24 hours I

2 Login

400
| P Donate 200 ]
200
@ Documentation 100 - |
o —

11.00

It also reports the Pi’s temperature at the top left, which is handy
This dashboard gives you a nice overview of Pi-hole’s performance, but if you click the

Login link on the left, you can get a much more complete dashboard. Use the password
that showed up on the installation success page to login.
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Total queries over last 24 hours

# Dashboard

B QueryLog 500
a00
300
200
- 1
o EEEEE—
11:00
Client activity over last 24 hours
500
| a00
300
200
5 Settings 100 -
l V] ——
B Local DNS 11:00
=& Logout
Query Types Queries answered by
P Donate
B A (1Pva) B blocklist
© Do B Anan (IPvE) ‘. I cache
B son I one.one.one.oneff53
N FTR N one.one.one.onets3
s 2
Top Permitted Domains Top Blocked Domains

There’s a lot of interesting stuff to pour through from the most commonly blocked ad
networks to the whitelist and blacklist management, but I'll leave that to you to enjoy
on your own time.

Enjoy your ad-free home network

With Pi-hole installed and the router configured, it’s time to put your Raspberry Pi ad
blocker to the ultimate test.

Cue the boss fight music.
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T U.K. | News | Sports | U.S. Showbiz | Australia | Femail | Health | Science | Money | Video | Travel | Shop | DailyMailTV

Covid-18 | Joe Biden | Kamala Harris | Donald Trump | US Economy | Kim Kardashian | Kanye West | Meghan Markle | Games

USA Today's ‘race and inclusion editor' claims SHE is the victim
after she was fired for saying the Syrian-born Boulder gunman was
an 'angry white man’

Be honest, do you even recognize it?

With Pi-hole running on your network, you can finally find out what Kim Kardashian
had for breakfast in peace.

Kidding aside, thanks for sticking with me through this guide - it was along one - but |
had a lot of fun putting this together.

If you want to learn more cool ways to use your Pi, you might finding something of
interest in my full list of Raspberry Pi projects here.

And if you have any questions or tips to share with other Pi lovers, please post in the
comments section below.

Thanks for reading this guide on how to create a Raspberry Pi ad blocker!

My Favorite RPi Products
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